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COBPEMEHHbIE MOAXOAbl MOCTPOEHUA 3ALLNLLEHHBIX
MHO®OPMALMOHHbIX CUCTEM HA BA3E OTEYECTBEHHbIX
NPOVN3BOAUTENEN

'mnasos PycnaH Pagykabosumy

PykoBoauTenb LeHTpa pa3paboTKu cpeacTs 3aLLuThl
nHdopmaumm

000 “CuTek”



HoBble TexHos10rnm

* Pa3BUTUE COBPEMEHHbIX TEXHO/IOTNIA NO3BOASET CTPOUTb NPOAYKTbl HOBOIO YPOBHSA B chepe
MHOpPMaLMNOHHOM 6e3onacHOCTK. ITO, B CBOIO o4epeab, 6osee KaueCcTBEHHO NoaaepKnBaeT
KoHuenumto AlC-Tpmnaabl (Availability, Integrity, Confidentiality).

e Tekywme noTtpebHocTn 6M3Heca TpebylT OT CpeAcTB 3awWuTbl MHbOpmauun 6onbliein
rMOGKoCTU, GYHKUMOHANBbHOCTU U yaobcTBa He B ywepb moaenim MMHUMMU3ALLMK PUCKOB.

° Pa3BUTME TeNeKoOMMYHUKaUMOHHOro o6opyaoBaHMA, ceTel W annapaTHbiXx naaTtdopm

MO3BONSAET Ha MPAKTUKE MPUMEHATb TEXHONOTMM TEPMWMHANBbHOrNO A0CTyna. 3TO, B CBOMO
oyepenb, AAET BOSMOMKHOCTb CTPOUTbL BoNee coBeplUeHHble cpeacTBa 3alnTbl HGOPMaLMN.
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MNAK « TpUHUTU?

MNAK «TPUHUTUY - «KOpOobBoUHOE»
pelleHne KomnaHum Setec

MporpammHo-annapaTtHbint  Komnaekc  (MAK)  «TpuHUTU»
peanunsaumn KOMM/IEKCHOrO peLleHns 3alMLLEHHOro
TEPMMHANbHOIO A0CTyNna

HasHayeHne: NOCTPOEHUE COBPEMEHHbIX, MaclTabupyembix
aBTOMaTU3MPOBAHHbIX CUCTEM TPEX3BEHHOM  aAPXUTEKTYPbI
(TOHKWI KNNEHT — cepBep NPUIOKEHU — 6a3a AaHHbIX, NOpPTan,
NPyrMe CcepBUCbl) C BbICOKMM YPOBHEM WHPOPMALIMOHHOM
6e3onacHocTM (BNAOTb A0 3awWmThbl T).




OcHoBa

N3penve, npeaHasHayeHHOe ANA peanns3aumm TeXHONIOTUMU

3alWMLLEHHOrO TEPMMHANBHOIO A0CTyna, obecneymsatowemn TOHKNM KNMEeHT —  ceTeBoe

06paboTKy MHOpPpMaAUMM B 3aMKHYTOM M [0OBEPEHHOM YCTPOMCTBO ana CBA3U

annapaTHO-NPOrpPaMMHOM cpeae. NoNb30BaTeNsi C BbIYUCAUTENIbHbIM
pecypcom.

3alWNWEHHOCTb 3TOM TEXHOMOTMM MPOMUCXOAUT 3a CYET
peanu3aumm  KOMMJIEeKCa [AOBEPEHHbIX MEXaHU3MOB WU
byHKUMIM He3onacHocTH, obecnevymBaroWUX 3aMKHYTYIO U
AOBEPEHHYIO NPOrpaMmHO-anmnapaTHyto cpeay n
ceptTMPMUMPOBaHHbIX NO TpeboBaHMAM  AencTBylowen
HOPMATMBHOM 6a3bl pPeryinpyoWmx OpraHoB B o0b6nacTu
3aWmMTbl MHGOPMaLMN.
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OcobeHHocTn MNAK «TpUHUTU»




TpuHutn-ArNMA3

«TpUHUTK-ANM/3» — annapaTHO-NPOrPaMMHbIN
MOAY/1b 4OBEPEHHOM 3arpy3Ku.

* ycuieHHasa ayTeHTUdMKauna 0bopyaoBaHUA U NOAb30BaTENEN
* 3aLLMTaA OT 3arPy3KM C BHELLHUX HOCUTENEMN

e obecneyeHne LLENOCTHOCTM ONepPaLUOHHON CUCTEMBI

e obecneyeHne LLENOCTHOCTM annapaTHON KOHGUrypauum

* CTOPOXEBOM TaMep

* yAaneHHoe ynpasaeHue




[MTOKOMMNOHEHTHbIXA COCTaB

CEPBEP

YTUAHTA _ CEPBEP
TEPMHHAA XPAHEHHAl AAHHBIX CEPBEP NPUAOXEHWH BE30MACHOCTH
AAMWHUCTPUPOBAHUA NOAb30BATEAS
MoayAb poBepeHHOM 3arpy3ku «TpuHHTH-ATTMAS»
o 4 C 5
nepawu1oHHas epBU1C
cuctema Cnerema pacnpocTpaHeHus
A s pasrpaH14YeHmns AocTyna oc
\ J
CepBuc
ayTeHTudUKaLmnm
MoayAb KOHCOAb AaHHble Cepsuc 6 aAgsE;MgBKH
6e30MacHOCTH aAMMHWCTpaTopa NMoAb30BaTEASs] aAMUHUCTPUPOBAHUS P
5 Harpy3ku )
MoayAb ayauTa
CK3M




Jloruka pa6otbl MAK «TpuHUTU»
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. AyTeHTUOMKauMA nonb3oBaTena W TepMUHana B
cucTeme;

. Mpn ycnewHon ayTeHTUOUKAUMM NO CeTU Ha
TepMUHAN 3arpy»xaerca obpas cobcTBEHHOM
onepauyoHHOM CUCTEMDbI;

. TepmuHan  dopmupyer 3anpocbl K cepBepam
NPUAOXEHUN  HA  YCTAaHOB/NEHME  3a4YULLEHHOM
TEPMUHANbHOW Ceccum;

. CepBepbl o0becneyMBalOT 3anyck W  TPAHCAALMUIO

3aliMWEHHbIX TEPMUHA/IbHbIX ceccum Ha TEPMUHAN.



MAK «TpnHUTM» coBmecTHO ¢ T-Platforms

.\‘9' ':':i' ——
Ty -

MporpammHo-annapaTHbIN KOMMJIeKC Ha 6ase
oTeyecTBeHHOM naatpopmbl «banKkany;

3alUMLLEHHbIN  CePTUPULIMPOBAHHbBIN TEPMUHA/IbHbIN
AOoCTyn;

MacwTabupyemas CUCTEMA C BbICOKMM  YPOBHEM

NHPopmaLuMoHHON Be3onacHOCTH;

Pa3rpaHuyeHuMe AocTyna K KOHPMAEHUMANBbHON N OTKPbITOM
NHPopmaumu;

YcuneHHas ayTeHTudMKauma nosb3oBaTeNnemn 7
naeHTnduKaums obopyaoBaHuA B cMcTeEMeE.



YHMBepcanbHasa cpeaa AocTyna

e KoHconMaauua annapaTHbIX PecypcoB Ha eaunHOM yaaneHHoM naowaake (cepsepa 6€30nacHOCTH
N cepsepa NPUNOKEHUN PA3/IUYHbIX KOHTYPOB);

e EanHas cuctema NOAKAOYEHUSA K CTaHAAPTHOMY OKPYKEHMUIO yAaseHHbIX paboymx CTONOB BHeE
3aBMCUMOCTM OT UCMO/Ib3yeEMON MHPPACTPYKTYPbl BUPTYaIU3aLLNY;

* YHuMBepcanbHoOe pelweHne AN9 NOAKAYEeHUA TepMUHaA/IbHbIX CTaHLI,MlZ, nepcoHa/ibHbIX
KOMMNbKOTEPOB U MODBUNbHbIX pa6oqu MecCT.

(ISETET
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MobunbHoe 3almiieHHoe paboyee mecto

MobunbHOCTb. BO3MOMKHOCTb WMCMNO/Ib30BAaHMA W3  MPOU3BOJIbHOIO
MeCTa Npu HAaNMYNM CETEBOM CBA3AHHOCTH;

YHuduKkauus. BO3MOXHOCTb MCNONb30BaHUA He4OBEepPEeHHOoro
npoussosibHOro APM;

OTKa30yCTONYMBOCTL. BEpOATHOCTb NOTEPM AAHHbIX B C/Iy4a€ MONOMKMU
nnn ytepun RuToken paBHa O;

MacwTtabupoBaHue. BblCOKaa CKOpPOCTb pPa3BepTbiBaHMA HOBOFO
pabouero mecra;

besonacHocTb. Bce Kntoum mn cepTMdUKaTbl XPAHATCA B 3aLMLLEHHOWN
obnactn namaTu;

JKoHOMMA. HM3KaAA COBOKYMHAA CTOMMOCTb BRafeHUA MODOMIbHBLIM
APM.

11



MobwunbHoe 3auwmiieHHoe paboyee mecTo

PeweHue “TpuHntn-dnew”

e B cnyyae mobunbHoli paboTbl (KOMaHAMPOBKK, CNyXebHble Bble3abpl U T.N.) obecneymBaeTcs
[OCTYN K MPUBbLIYHOMY OKPYMKEHWUIO, KOPMOPATUBHLIM CEepPBUCAMK, CPEeACTBaM Pas3paboTku u
BHYTPEHHEN KOMMYHUKALMWN.

* [lo3BONIAET WUCMNONb30BAaTb aMOPTU3NPOBAHHbLIE MEepPCOoHasibHble KOMMbKOTEPLI B KayecTse

TeEPMUHA/IbHbLIX peLIJeHI/II;I B pamKax [MAK «TpUHUTM», 4TO NO3BONAET CYLLECTBEHHO YMEHbLUUTb
9KOHOMMUYECKME 3aTpPaTbl HAa MOKYMNKY HOBOTO O60py,£I,OBaHMFI.

(ISETET
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MoBblweHne ynobcTBa paboTbl C pa3HOKAaTEropMMHOM MHPOPMaLMEN

Bo3moXkHOCTb ogHOBpemeHHOM 6e3onacHoi paboTtbl ¢ ogHOro APM ¢ pa3HbIMM CEFrMEHTAMMU:
* ceTb NHTepHeT;
* npoeKTHbi (HNOKP);
* npowusBoacTBeHHbIN (ACYTM);
* ynpasneH4yeckui (PLM);
°* CerMeHT  pas3MyHbiX  KOpnopaTtuBHbiXx  cepsucoB  (C3[, BHYTPeHHMN
NHPOPMALMOHHbIE BaHKM AaHHbIX U Apyrue).

*l Ty -

nopran,
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KoHconnpaumna NT-aktmeoB 1 noBbleHne apdektnsHocTn UT

Ob6begnHeHne B eaNHYH0 MHPOPMALMOHHYIO CUCTEMY BCEX NOApPa3aeneHun: dunmansl,
NpeacTaBUTENbCTBA, BEAOMCTBEHHbIE YUYPEKAEHUA.

EavHas 6e3onacHas VDI nnatpopma:
*  VHTerpauma «1M3 KOPobKM» B CyLLECTBYIOLLYIO MHPPACTPYKTYPY, BKAOYAA CyLLEeCcTByOWME
VDI pewenus: Citrix, VMware, Microsoft, npegnpuatuin, nogKkno4aemblx K eaMHON
cucteme.
* COBOKYMHOE MHTErpaunoHHOEe peLleHne No3BOAUT NapannenbHo paboTaTb C pa3/IMYHbIMU
VDI nnatdopmamu, cobntogan tpeboBaHma perynatopos B chepe MHGOPMaLLMOHHOM
6e3onacHocTw.

*l Ty -
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dopmurpoBaHMe OTPaC/EBbIX PeLLIEHUN

PeweHne no3sonsetr GopmMmnpoBaTb M30AMPOBAHHbIE N 3aLLULLEHHbIE CUCTEMbI A1 B3aUMOLENCTBUS
MeXAY CMEXHbIMW NpeanpuaATUAMM Npu paspaboTke n mogepHM3aumm 06pasLO0B BOOPYKEHUN U
TEXHUKMU:

e CoBMeCTHasA KOHCTPYKTopcKas pabota (B T.4. HCH);

*  DNEeKTPOHHbIN topuandeckn aHa4ynmbin 10;

* Cuctema ynpaBneH4YecKoro yyeta 1 PUHAHCOBOTO MOHUTOPUHTA;

e 3awwnueHHasa BKC (B T.u. mekBeJOMCTBEHHaA).

(ISETET
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dddPeKTUBHOE CcepBUCHOE 0OCNYHKMBAHUE

Bo3MoOXHOCTb 6€360/1€3HEHHOIO NEepPexoa Ha CEPBMCHYIO MOAE/b SKCNAyaTalMmM No/1b30BaTE/IbCKOMN
NT-UHPpPaCTPYKTYpbl, UCNONb30BaHWE €AMHOro LUeHTpa ynpaBnaeHua W 3akcnayaTaumu. OcobeHHo
Ba)KHO Npu Hanuumm UT-aKTMBOB, KOHCONMAMpPYOWMX B cebe Kntouesble NT-komneteHuun. [JaHHbIN
noaxod MO3BO/MUT CYLECTBEHHO MOBbICUTb 3GGEKTUBHOCTb CEPBUCHBIX YCAYr Ha ¢oHe ux
yaelweBneHus.

(ISETET
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CepTudpunKauumsa

ANMM/A3:

e AMNMA3-C Ha TY n cooTtBetcTBMe TpeboBaHnam PCTIK no 3 ypoBHIO KOHTponA otcyTcTBms HB;
e AMNMA3 Ha TY n cooTtBeTcTBMe TpeboBaHnA PCTIK no 4 ypoBHIO KOHTpona otcyTcTBmna HAB;

* Ha cooTtBeTcTBMe TpeboBaHuam OCB kK ANMM/3 Knacca 2b n 36 cOOTBETCTBEHHO.

CPA:

* Ha cooTtBeTcTBMe TpeboBaHuam PCTIK no 4 ypoBHIO KoHTpona otcyTcTBUA HAB M TY (1T 1 m 2
YPOBHMW 3aLMLLLEHHOCTN NEPCOHA/bHbIX AAHHbIX B FOCYAAaPCTBEHHbIX MUHPOPMALLMOHHbBIX CUCTEMAX
N MHPOPMALMOHHbBIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX);

* Ha cooTtBeTcTBMe TpeboBaHuam PCb kK AUC knacca AK2.

CK3MU:
* KOppeKTHOCTb BcTpamBaHuA CryptoPro CSP (ceptuduumposaHo no KC2).

*l Ty -
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Cnacubo 3a BHMMaHue!

email: info@setec.ru | web: www.setec.ru

— ISETET
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